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Abstract: Conic sedenion from “C. Muses" hypernumbers arealspto
express the Dirac equation in physics via theirenlgplic subalgebra, with
electromagnetic eld and a counterpart on circurngetry proposed for
guantum gravity. In this paper, we propose CSTRU usyng conic
sedenion algebra which is high speed probabilistiglti-dimensional
public key cryptosystem that encrypt sixteen dagctars in each
encryption and decryption process. The underlyilgglaraic structure of
the proposed scheme is the non-commutativenorciasse,
multiplicative modulus and multiplicative alternagi conic sedenion
algebra which can be de ned over any Dedekind domiach as convo-
lution polynomial ring.
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1. Inroduction

The NTRU public key cryptosystem was proposed biddffstein, J.
Pipher and J. H. Silverman in 1996. It has sincenbstandardized and
implemented both for commercial applicatib@md open-source models
Comparison with RSA cryptosystem and ECC crypt@systNTRU is
faster and has signicantly smaller keys. Its secigiconjectured to rely on
the hardness of certain lattice problems, which ao¢ known to be
susceptible to quantum attack, NTRU is viewed aguantum-resistant
cryptosystem. One weakness of NTRU is the possibdi decryption
failure.

In this paper, a new NTRU public key cryptosystenpioposed using
conic sedenion algebra. Conic sedenions contaittsienisubalgebras with
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hyperbolic (Minkowski) and circular (Euclidean) geetrie$*. They form a
16 dimensional arithmetic which has a multiplicatmodulus, but is non-
commutative and nonassociative. They cannot ber@atahrough matrix-
extension of traditional complex numbers or Caylegkson constructs

such as traditional quaternions, octonions, andhéur2" dimensional
number systems on 1 real af@' —1) imaginary bases. Conic sedenions,
instead, are built on 1 real basis, 7 imaginaryelas7 counterimaginary
basese, and 1 compound basis °>.CSTRU has been designed based on the

Ntru core and exhibit high levels of similarity Wwitull operand length. By
using parallelism techniques we can increase th&RTEencryption and
decryption speed to a level even higher than NTRU.

2. NTRU Cryptosystem

A simple description of the NTRU cryptosystem isnsoarized in this
section. For more details, the reader is refero&t.tThe NTRU system is
principally based on the ring of the convolutionlymomials of degree

N -1 denoted bR:Z[x]/(xn —1). It depends on three integer parameters

N, p andgsuch that( p,q):l. Before going through NTRU phases, there

are four sets used for choosing NTRU polynomialthvemall positive
integers denoted by, L;, L, andL, LRIt is like any other public key

cryptosystem constructed through three phasesgkagration, encryption
and decryption

2.1. Key Generation Phase:

To generate the keys, two polynomials f and g dresen randomly
from L, and L, respectively. The functionf must be invertible. The

inverses are denoted Iy, F, LR, such that

F,0f =1(modp) and F, f =1(modq ).
The above parameters are private. The public keychlculated by
(1) h= pF, Og(modq).
Therefore, the public key l{sh p, q} and the private key{s‘, Fp}.
2.2. Encryption Phase:
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The encryption is done by converting the input rageso a polynomial
mUL,, and the coecient o is reduced modulp . A random polynomial

ris initially selected by the system, and the ciptext is calculated as
follows,

(2) e=r h+m(modq).

2.3. Decryption Phase:

The decryption phase is performed as follows: theage keyf is
multiplied by the cipher texsuch that,

a=f Oe(modq)

a=f O(r Oh+m)(modq)

a=f ChOr + f Om(modq)
a=pf OF, Og Or + f Om(modq)
a=pg Or + f Om(modq).

The last polynomial has coecients most probablyiwithe interval
[-a/2,a/2], which eliminates the need for reductiorodq. This equation

is reduced also bynodp to give a termf OOmmodp, after diminishing of
the rst termpg [Ir. Finally, the message is extracted after multiplying by
Fp'l, as well as adjusting the resulting coecients W& tnterval

[-p/2,0/2].
3. Algebraic Structure of Conic Sedenion

In a sixteen dimension vector space, a conic sedsrset is denoted by
S and denoted as:

S=atai taj,rajtaj faitaggal Al Ag
TAE AL, TALH AL FAEFAEFAS,
wherea,...a, ,A,...A,0R.
7 7
Sc:a0+zamim+pbi0+ZA1£n
m=1 n=1

where 1a,....... a, and A,.....A are real number andi,i,,i,,...i;are
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imaginary basesj,be the com-pound basis,¢&,,&,,€,,65.64.€,be the
counterimaginary bases.

Now the imaginary bases, counterimaginary basesangpound bases
are de ned as follows:

iZ=-1forn=1,2,.......,7

g2 =1forn=12,.......,7
and
LE =1,E, =1 £ L£=0 .
Now above equation summarized by the following €abl

Table 1: Multiplication of bases of conic sedenion

XVPLpip [, g |, [ i b, i, |&al&|l&l&al&s| &l s

1 1 i1 i2 i3 i4 i5 i6 i7 i0 £l 6.2 £3 £4 6.5 6.6 6.7
[ T g | | ds | S| S s | e iy | & | | & | €] & &
b |y | =g L g |, | S| -t | <& &, | & & | & | & —&
O TR PO e O e A I O T e I o B I T I B R
T T T e O O e T O T I 2 I (Nt I O (R (- (R
s | ds| Ay | =iy g | Sy | Y| <a| 0, | & & | 8| & | & 1, | & &
g | dg| 7 | 0, | —lg| —ip| 15 | 71| | -&| & | & | & & & | 1, | —&
O T T T T I e O I e A B I I o o e IR I

sleali | & -6 & | € —&l & | i | 1| -0 | - i, |1, ]| g
|1 & &l iy | & | & | & | ~& —&| -, i | L | | —ig| —i,| 0y | Is
Sl &l & | -al iy | & | —&l & | =&l i; | -, 1, | 1| -, i | —s| 1,
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& | &l & | & & | —&l iy | ~&| & | 05 | = 0y | g 0 | L |05 |
E | &l & | & | —&| —& & | i, | =&l is | Sy | —u 05 | 1, | -l 1|
&\ & &l & | & | —& —&| & | iy | iy | dg | —ig| —a] i3 | 0, | =] 1

Assuming F is an arbitrary Field. The conic sedenion algeBracan be
defined overF as
A=, +Dbi, +bj,+bj+bj +bl b #bi; # Bl
+B.lgl+BZ£2+BS£3+BLf€4+B§5+B§6+B§ 7
whereb,...b,,B,...B,0R.
Let A, and A be two conic sedenion algebra such that:
A=forfi+ fj+ Tl rfigfisfi#Fi
thet+Fg, tFe+tFetFeEtFE RS,
wheref,...f;,F,...F,0R},
and
A=0,+0i,+9J),+9i,t0),+0Lstab gk #Gig
+GE+CE, T CEFCEHGEAFCEFC S,
whereg,...9;.,G,...G;UR,.
Assume thad,, a, 0 A, (or A), such that
aozu0+u1i1+u32+u43+ujl4+u:135+u i66+u I77+U iO
+U181+U252+U3£3+U ;4+U §5+U § 6+U é‘ 7
and
aIZVO +V1i1+VJ 2+V:i 3+le 4+V !3 5+V '6 6+V i7 7+V iO
+Vlgl +V252 +V3‘g3+v4g4+v§ 5+V § 6+V é‘ s
Then, the Addition, Multiplication, Norm, Trace aMultiplicative Inverse

are de ned as follows:

Addition: The addition of two conic sedenions correspondsteocusual
addition of sixteen polyno-mials includinftoN modular addition modp

or (modq), i.e.,
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ay +a,=(uy +V,) +(u+v, )i+ (u,+v )i+ (ugtv)i,
+ (U, +V, )i, +(Us+Vs)ist(ugtvigt(U vV )i,
+(U, +V,) 6+ (U, +V,) €,+(U ;+V ) e+ (U #V e,

+(Ug+V;) g5+ (U g+ Vo) €5+ (U ,+V )€,
Multiplication: The multiplication of two conic sedenions is detires

8 (B, =(UVo—UV;~UY Uy suY FuY suY suV 7U y sU vtU U vy
U HU U gtU ) +{uY Y guY Uy suY su\ fuy
UV UV tU VU v Uy #U y Uy ;U ¥ U v )i (U $uV,
UV, —UV,—uN—uVAuy, +uV+U v,-Uyv AU y U y U y U v -
~UgV, U Vi, +(uy—uY #uy #uy suy #u¥ suY #uV 4U v
UV, -UM+U ytU v ~U y U y U y )i +(uY U\ $u\ Uy,
+uV,-uV,-uyV uV AUy Uy Uy Uy U y U G +ULY,
+HU V)i, HuVs—uV ruy ~uysuy Fuy guy suy sU w sU v, ,
U\, +U U vtU v U y#U v )i #(UY UV zuV fuV suy, ,
—UN,HUN, +UNVHU y Uy #U Y 7U y Uy 3U v 4U g U v
UV, + UV UNe—UY U Y, UV, Uy +uN U y Uy ¢U y gU ¥,
U ~Ugv,+U iU i #{uY gruy #uY #uV $uV uNul
+UV, UV +U VU vy 4U y #U y #U y U y 2U v )i $(u\5uV,
—“LV;+uV,—uNV AUy FuyVuY U y Uy U ¥ U -U v +U Y,
+UgV, ~U Vo) (UY+uY s-uY suY ruy suY FuN uV sU v, ,
+U v, +U VU y-U v Uy #U y #U y e #(UyY suM $suNsuV,
UV tuVe—udstuy Uy Uy #U y Uy gU v Uy sU
UV, )€UV, FUV U Y, +UNV, —UN—UV —u Y uY Uy #U Y
U,V +U VU v-U U y U y Je #(uY suV FuV suV suy,
~WV, UV —UV,-U ye Uy U y U v Uy tU U wsU v e
WV UV, —uV,ruygru Y muY suy ruY sU y sU % Uy,
UV +U v, U VU Wt w)e g (uY #uY guV suy fuy, U\, ,
~UV—UN-U v U YU y Uy #U y U ¥ U w4U v )e
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Conjugate: The conjugate of sedenions algebra is defined lasvbe

8 = Uy ()= ()i, ~U(X)i ,~uX)i 7= fX)i U {X)i U {X)i U ()i 7U )i
+U1(x)£l+U2(x)£2+U 3(x)£3+U 4(X)£4+U E(x)£5+U &x)g é*-U (X)g 7
Norm: We define the norm of a conic sedenion is defireftbhows
N(ay)=8,%a, =8, ¥a,=(U(X)f +(UX)} +(U X)) +(U X))’ +(u (X))’
+(Us (X)) +(Us (%))*+ (U, (X)) *+(U (X))
+(UL (X)) +(U,(%))* +(U5(X))*+(U ,(X)*
+(Us (X)) +(Ug (X))* +(U ()%
Multiplicative inver se:
N(a)#0- ao‘l=i=((uo(X))2+(ul(><))2+(uz(X))2+(ua(X))2+(u4(><))2

N(a)
+(Us (X))” +(Us (%))* + (U, (X)) *+(U o(X))*+(£,(X))?

+(& () ~(&(X)*+(£,(x))*+(£5(X)) *+(£4(X))*

+(& (%)) (p (%) "t (X)iy=U(Xi = {¥)i =u f¥)i ,

=U (X)ig—Ug(X)ig—u,(X)i,~U (X)i U {X)£+U {(X)€ .
+U, (X)&,+U ,(X) &, +Ug (X)&+U(X) £, +U o X)&,).

4. Proposed Algorithm
The proposed cryptosystem is divided into thredsp&tey generation,
Encryption and Decryption.

4.1 Key Generation:
Step 1: Bob create a pair of public and private keys. Hist fiandomly
chooses two small conic sedenibrand G,
where
F=frfi+fi+fdtfjfiafidfisFLaFs4F £ 4F g
+Fg,+Re+FeEAFL,  fo o f Fo  FOLOA .

GC=0,+0L*0,1,+9d5+9) #9401 d917GL3G41G £G4
+G,5,+G+GEAGE,  Tgevnnn 076G e GHULUOA .
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Step 2: Bob’s next step is to compute the inverseFahodp ,C modp,
Wmodpand Gmodp.Thus he computes,,G,,C,and W, which satisfies

FLF, =1(modp )and F[F, =1(modj )
GLG, =1(modp Jand GG, = 1(mod )
CIC, =1(modp )and CLC, = 1(mod )
and
WIW, =1(modp Jand WIW, = 1(mod) )
Step 3: Now the public key is calculated as follows
h=GLF, (modq),and H =F, (modq).

Bob’s private key is the pair of conic sedeni®and G and his public key is
handH.

4.2 Encryption:

Step 1: Suppose Alice (the encrypter) wants to send a rgessato
Bob (the decrypte).

Step 2:Next Alice randomly choose a conic sedeniBilL,and use
Bob’s public keyh,H)to computes( the ciphertex)

e=pRCh+H[M (modq).
Step 3: The encrypted messageis send to Bob.
4.3 Decryption:
Step 1: To decrypt the ciphertext, Bob first compute,
A=f[E(modq).
Step 2: Bob next computes the conic sedeni@s

B=A(modp).

Here we obtainedis the decrypted ciphertext which should be eqaal t
original messag®!.
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4.4 Correctness of Algorithm:

A=f[E(modq)
A=f{ pRCh+H M )(modq)
A=(f DpRIGLF, + f [F,[M)(modq)

A=pRLG+M (modq )

Since
B=A(modp)
B=pRLG+M (modp)
B=pROG(modp +M (modp |
B=0+M (modp)
B=M (modp).

5. Analysis of Proposed Cryptosystem

In this section, we analyze the probability of segsful decryption of
proposed algorithm.

Successful Decryption: probability of successful decryption for
proposed algorithm is calculated in the same walWBRU and under the
same assumptions consideretiand®. Moreover, for successful decryption
in CSTRU, all hyper complex number coefficients foflE = (p OROG + M)

must lie in the intervgtq+1/2, +q-1/2]. Hence, we obtain
A:=f OE = (pROG + M)
:aO+a1il+a2iz+a3jfi+aj¢4+ag5+a.l56+ai77+Ai0
TAE AL TALHAEFAEFAEGFAS,
where
o = PGy —IG,— 1S, rG,rGr6sreeré 7Ry
+Rg,+R0,+*RY;+Rg,*Rg+Rg+Rg +m)

d1= p(rOGl+rlGo—r2(33+r3(32—rﬁ5+rg34+rg5 7_r(i-":‘ é"Rg
+Rg,*R9;-RY,*Rgs~Rg,~Rg +Ryg 6+m).

d, =p(rG, +1rG+rGy—rG—rGeare #re #r6 #Rg
_R193+R290+R391+ R496+R:9 7_R<Q 4_Rg 5+m_2)
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A = p(rGs—rG,+ 1o +rG - rG ArGarg #re Ry
+R192_R291+R390+R497_RQ 6+RQ s_Rg 4+m2;

d4=p(I’OG4+I’lGS+I’ZGG+I’§37+I’£3O—I’Ql—l’g 2_r(;:’ é"Rg
-R9;-R9,-Rg9;,*tRg,tRg,+tRg tRyg 3+ml

d5=p(I’OGS—I’lG4+I’ZG7—I’QG+I’£31+I’g3O+I’§ 3—I’(;-3 2+Rg
+Rg,-R0,tRO,~Rg9,*Rg,~Rg;+tRyg 2+ml

e = P(rGs—rG;—IrG +rGHtr5,rG#re #re +Rg
+ng7+Rzg4_Rag5_R4gz+RQ 3+RQ o_Rg I"ml

d, = p(rG, +1rGe—rGs—rG +rG+rG - rg#r6 Ry
-R9s+RY;+RO,~RO,~Rg,+Rg +Rgsm)

Dy = P(reGo +1G+rGotrG+rG #rostr@ ¢hrG #Rg
+R0, +R9,+RY,* R, +RG+RGFRY #M )

D1= p(I’OGl—I’lGO—I’ZG3+I’§2—I’£35+I’g3 4+I’§ 7_UG 6_Rg
+Rg,-R9;*RY,-ROs*Rg9 ,+Rg ~Rg+M ).

D, =p(rG,+ GG, rG—rGere #re fUG Ry
+R193+R290_R391_R496_R59 7+Rtg 4+Rg 5+NI 2

D, =p(rGs—rG,+ 1S, rG - reArGarg ssUG Ry
_R192+R291+R390_R497+RQ 6_R<g 5+Rg 4+|\/I );

D4=p(rOG4+rlGS+r2(36+r3(37—rﬁO—r9l—r§ Z—UG 3_Rg
+RO;tRO,+*RY,*Rg,~Rg,~Rg ,~Rg ;+M l

D5=p(I’OGS—I’lG4+I’ZG7—I’§36+I’£3l—l’g.;0+I’§ 3_UG’ z_Rg
-R9,*R09;,-RO+RO,*tRg+tRg;7~Rg ;+M l

De = P(rGs —rG;—rG +rG+rG,rorg UG rRy
_ng7_Rzg4+ngs+R4gz_REg 3+R<Q 0+Rg 1+M Z

D7=p(rOG7+rlGG—r2(35—r3(34+rﬁ3+rg32—rg5 fr(;:; O_Rg
+ROs~R9;:-RY,*RO,*Rg,~Rg+Rg #+M )
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Now, we obtain

d.--1 d -2
P .= _R = R—:_R’P . =0)= R’
(R, =)= PR, =-)="= == PR, = 0=
d N -2d
Pr(Gi,jzl) Pr( |,j=_1)=WG1 R(G.,j=0)= N =
N _~ptl +p-1
P =—, 0,1,..7 j=—— ...
(m; =1) o I 1= 5
where
- R=[RoR o R yal, .i f 0,..... ,
G =[G G ... G 1], 1=0,.....7

Under the above assumptions, we BER ;]=0, E[G ;]=0 and E[m ]=0.
Therefore, we have

E[d,,]=0, i=0,...7& j=0.N-"~.

In order to calculat&/ar[d, ;] , analogous to NTRU, it is sufficient to write

var[R G ] =29 f' i j=0,1.....7 k|= 0.N- ]
Var[mjyk]:w {=0,1,...7 k= 0..N— 1
As a result,

Var[do,k] :Var[ Z (p(l’oGO—rlGl—rsz—r3Gs—rg4—r§ 5—r§ T g; ~Rg j:|

+Rg, +R9,+RY;*Rg,+Rg+Rg+FRY #+m)

i+j=k

Upon insertion of the values ®&r[R ,G;,] andvar[m;,] , we obtain

Var[d,,] =256p*N (‘“?\l%dej +16N [WJ

_ 256x 4p?didg 8N (p-1)(p+1)
N 3
_1024p?d.d, N 8N(p-1D(p+1)
N 3
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Similarly, we have

Var[d,, ] =Vard,]........

1024p°deds , BN(p=1)(p+1) -
N 3

=Var[D, ] =

It is desirable to calculate the probability that,lies within

{—q2+1 ------ +q2—1] which implies successful decryption. With the

assumption thatd,, have normal distribution with zero mean and the
variance calculated as above, we have

q-1
P=l|d, |+
r [l |,k| 2 j

_(_a-1__ <Q_‘1j

( 2 SAx=73
q-1 .

=2¢(—j—1, i=0,..7, k= 0..N- 1
20

where gdenotes the distribution of the standard normaliaée and

_ \/: 1024pdede , 8N(P-1)(p+1)
N 3 '

Assuming thatd, 'sare independent random variables, the probabitity f

successful decryption in CSTRU can be calculateduthh the following
two observations:

» The probability for each of the messages......m,, M ,.....M,to be
correctly decrypted is

N
A
20
* The probability for all messages,,......m, , M ,......M ,to be correctly
decrypted is

2
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6. Remark

By changing the underlying ring of NTRU, the NTRtymtosystem has

been improved through the introduction of a new WNTRublic key
cryptosystem. This is constructed by replacinglthge ring of NTRU with

a

conic sedenion algebra that resulted in the appea of CSTRU

cryptosystem. The conic sedenion algebra do note hav matrix
representation and this feature causes that faryfganalysis with the help
of the linear equation systém

10.

11.

12
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