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Abstract: Digital signatures are efficient tools for source authentication 

in cryptography. The concept of proxy signature enables a signer to 

delegate its signing capability to any other party, called proxy signer. In 

this paper, an efficient multi-proxy signature scheme is proposed from 

bilinear pairing, using the Boneh, Lynn and Shacham's (BLS) short 

signature 
1
 and ID-based signature of Xun Yi 

2
. The size of signature in 

our scheme is less than those of other existing schemes 
3-4

. Furthermore, 

our scheme satisfies all the security requirements of a proxy signature, as 

given in 
5
. 
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1. Introduction 
 

In cryptography, a digital signature is used for the purpose of source 

authenticity and the data integrity assurance. In a signature scheme, the 

signer uses its private key to make signature on a message, and any verifier 

in public domain can verify that signature using signer’s public key. The 

concept of bilinear pairing over elliptic curves has opened new dimensions 

in cryptography. In particular, the notion of pairing is quite helping in 

computational jobs in signature protocols. Specially, the pairing-based 

cryptosystems provide efficient tools for construction of special signature 

schemes as short signature, multi signature, aggregate signature etc 
7- 8-9

.  

The concept of proxy signature was introduced by Mambo, Usuda and 

Okamoto
10

 in 1996. In a proxy signature scheme, an original signer is 

authorized to delegate its signing capability to a proxy signer. According to 

the number of signers in the original and proxy group, the proxy signature 

can be divided in three categories multi-proxy signature, proxy multi-

signature and multi-proxy multi-signature. The multi-proxy signature is due 

to Hwang and Shi
11

 in which, an original signer can authorize a group of 
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proxy signers, to generate the signature on his/her behalf. In a contrary 

scenario, a group of original signers may require a single proxy signer. To 

handle such situations proxy multi-signature was proposed by Yi et al.
12

 in 

2000. The third type of signature, called multi-proxy multi-signature is 

proposed by Hwang and Chen
13

 in 2004. A multi-proxy multi-signature is a 

signature, generated by a group of proxy signers on behalf of the group of 

original signers. 
 

1.1. Our Contribution:  In this paper, we have proposed an efficient 

multi-proxy signature scheme from bilinear pairing, using the BLS short 

signature
1
 and ID-based signature of Xun Yi

2
. Our scheme is 

computationally more efficient than other existing schemes
3, 4

. Moreover, 

signature size in our scheme is less than those of schemes given in
3, 4

. We 

also analyze the security properties of our scheme and show that the 

proposed scheme is secure. 
 

1.2. Organization of this paper: The rest of this paper is organized as 

follows: In Section 2, we introduce the bilinear pairing, computational 

Diffie-Hellman problem and the security requirements for a proxy signature. 

In Section 3, we review the BLS short signature scheme. The proposed 

scheme is described in Section 4. Section 5, gives the correctness and 

investigates the security properties of our scheme. We compare the 

efficiency of our scheme with others in Section 6 and finally Section 7 

concludes the paper.  

 

2. Preliminaries 
 

(i) Bilinear Pairing: Given two groups 1G and 2G  of prime order q , a map 

1 1 2:e G G G× → satisfying the following properties, is called bilinear 

pairing: 
 

(a) Bilinearity:  ( , ) ( , )ab
e aP bQ e P Q=  

*, qa b Z∀ ∈  and 1,P Q G∈ . 

(b) Non-Degeneracy: There exists 1,P Q G∈ such that ( , ) 1e P Q ≠ . 

(c) Computability: There is an efficient algorithm to compute ( , )e P Q for 

all 1,P Q G∈ . 
 

(ii) Computational Diffe-Hellman Problem (CDHP): For given 

1, ,P aP bP G∈
, to compute 1abP G∈ , where ,

q
a b Z∈ . 

(iii)Security requirements for a proxy signature: A secure proxy signature 

should satisfy the following security requirements
5
: 
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Strong unforgeability: No one, other than the proxy signer, can generate 

a valid proxy signature. 
 

Verifiability: The signature can be verified by anyone, and the signed 

message should confirm to the delegation warrant. 
 

Strong identifiability: Identity of corresponding proxy signer can be 

determined by anyone. 
 

Strong undeniability: The proxy signer cannot deny his signature made in 

earlier session. 
 

Prevention of misuse: The proxy signer cannot sign any unauthorized 

message. 
 

3. BLS Short Signature Scheme 
 

In this section, we briefly review Boneh et al's short signature from the 

Weil pairing
1
. We denote this scheme by BLS short signature scheme. 

System parameters in our scheme are same as BLS short signature scheme, 

with an extra hash function; we will define in our setup phase. 
 

Setup: Let 1G  be a cyclic additive group and 2G  be a cyclic multiplicative 

group of order q , where q  is a prime number. Let P  be the generator of 1G  

and 1 1 2:e G G G× →  be a bilinear pairing as defined above. Define a map to 

point hash function 
*

1:{0,1} .H G→  

Key generation: Choose a random number 
*

R qs Z∈  as a secret key and 

compute the public key pubP sP=  . The system's public parameters params 

= 1 2{ , , , , , , }.pubG G e q P P H  

Signing: To sign a message
*{0,1}M ∈

, the signer computes 

1( )MP H M G= ∈
 firstly then computes M MS sP= . The signature on message 

M is MS .  
 

Verification: The verifier accepts the signature MS  on message M, if the 

equation ( , ) ( ( ), )M pube S P e H M P= holds. 

 

Remark: The signature size is almost half of the digital signature 

generated by DSA, with the same level of security. Hence, it helps to reduce 

the signature storage and communication cost by half. In this way, it is very 
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useful to transmit the signature over low bandwidth channels. The scheme is 

proven to be secure against existential forgery on adaptive chosen message 

attack in the random oracle model assuming the hardness of CDHP. 

 

4. Proposed Scheme 
 

In this section, we propose an efficient multi-proxy signature scheme 

using the BLS short signature scheme
1 

and ID-based signature scheme of 

Xun Yi
2
. Our scheme is divided into four phases: System setup phase, Proxy 

key generation phase, Multi-proxy signature generation phase and 

Verification phase. 
 

Setup: For a given security parameter k, generate the system's 

parameters params = 1 2 1 2{ , , , , , , , }.pubG G e q P P H H   

where 
*

1 :{0,1} {0,1}n
H → for some integer n, and 

*
2 1:{0,1}H G→ . The 

original signer's private key is 
*

0 R qs Z∈  and the public key is 0 0 .PK s P=   
 

Similarly, the public-private key pairs for the l  proxy signers are 

1 1 2 2{ , },{ , },..,{ , }.l lPK s PK s PK s  
 

where  i iPK s P=  for 
*

i qs Z∈ , ( 1, 2,.., )i l= . 

 

Proxy key generation: To delegate the signing capability to a group of 

proxy signers, the original signer does the following to make the signed 

warrant w  . The warrant w  specifies the delegation period, kind of delegated 

messages, the identity information of original and proxy signers, etc. If the 

following process is finished successfully, each proxy signer iB  gets a proxy 

key 
iPS for ( 1,2,.., )i l= . 

 

• The original signer computes 0 2 1( ) ,wS s H w G= ∈  and sends w and wS to 

the proxy group. 
 

• Receiving the signature wS  and w , each proxy signer iB  for 

( 1,2,.., )i l= , verifies the validity of signature wS  by checking: 
 

   2 0( , ) ( ( ), ).we S P e H w PK=
 

• If the above equality holds, each proxy signer iB , for ( 1,2,.., )i l= , 

accepts the signature wS  and computes their proxy key  

2 ( )
iP w iS S s H w= +  
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Multi-proxy signature generation: To generate a multi-proxy signature 

on a message m  with warrant w  on behalf of the original signer, each proxy 

signer iB  generates its partial proxy signature. One proxy signer in the proxy 

group is designated as a clerk, who combines all the partial proxy signatures 

to generate the final multi-proxy signature. The pairing computation using 

the X-coordinate only is due to Galbraith and Lin
14

. 
 

• For ( 1,2,.., )i l= , each proxy signer iB  chooses 
*

i qr Z∈   

computes i iR r P=  

each iB  broadcasts his iR  to the other ( 1)l −  proxy signers 

each proxy signer iB  computes 
1

l

i

i

R R

=

=∑  

and ( )
ii i i PT r PK H m R S= +  

• For ( 1,2,.., )i l= , the pair (( ) , ( ) )i X i XR T is the partial proxy signature 

by iB on message m  with warrant w , where ( ) , ( )i X i XR T are the X- 

coordinates of the point iR  and iT  respectively. 

• For ( 1,2,.., )i l= , each proxy signer sends the tupple (( ) , ( ) )i X i XR T as 

their partial proxy signature to the clerk in proxy group. 

• The clerk verifies the validity of each partial proxy 

signature (( ) , ( ) )i X i XR T , by checking  
  

1 2 1 2 0(( ) , ) (( ) ( ) ( ), ) ( ( ) ( ), )i X i X ie T P e R H m R H w PK e H m R H w PK= +
.
 

 

Once all the partial proxy signatures are correct, the clerk in proxy group 

generates the final multi-proxy signature on message m , with warrant w as  
 

( , , )X Xw R T  by computing  
1

( )

l

X i X

i

R R

=

=∑
 

and 
1

( ) .

l

X i X

i

T T

=

=∑  

Verification: Receiving the multi-proxy signature ( , , )X Xw R T and 

message m , the verifier checks the following: 
 

(1) Checks whether or not the message m confirms to the warrant w . If not, 

stop. Continue otherwise. 

(2) Checks whether or not the l proxy signers are authorized by the original 

signer in the warrant w . If not, stop. Continue otherwise. 

(3) Accepts the multi-proxy signature if and only if the following equality 

holds: 
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1 2 1 2 0

1

(( ) , ) (( ) ( ) ( ), ) ( ( ) ( ), )

l

X X i

i

e T P e R lH m R H w PK e lH m R H w lPK

=

= + ∑ . 

 

5. Analysis of proposed scheme 
 

5.1. Correctness: In this section, we prove the correctness of 

verification, as follows: 
 

         

1

( , ) ( ( ) , )

l

X i X

i

e T P e T P

=

= ∑  

                       1

1

( ( ) , )
i

l

i i P

i

e r PK H m R S P

=

= +∑  

  1 0 2 2

1

( [ ( )( ( ) ( ))], )

l

i i i

i

e r s P H m R s H w s H w P

=

= + +∑
 

  1 2 1 0 2

1

( [ ( ) ( )] , ) ( ( ) ( ), )

l

i i

i

e r P H m R H w s P e lH m R s H w lP

=

= +∑
 

  

1 2 1 2 0

1 1

( ( ) ( ), ) ( ( ) ( ), )

l l

i i

i i

e R lH m R H w PK e lH m R H w lPK

= =

= +∑ ∑
 

  1 2 1 2 0

1

( ( ) ( ), ) ( ( ) ( ), )

l

X i

i

e R lH m R H w PK e lH m R H w lPK

=

= + ∑
 

5.2. Security analysis:  In this section, we analyze the security 

properties of our scheme. We will show that our scheme satisfies all the 

security requirements of a proxy signature mentioned in second section 
5
. 

 

(i) Strong unforgeability: There are mainly three attackers: The original 

signer, some proxy signers and any outsider.  
 

Firstly, the original signer cannot generate a valid multi-proxy signature, 

because for this, he will be needed to generate all the partial proxy 

signatures, which involves the private keys of all proxy signers. 

Secondly, If the clerk in proxy group who combines all the partial proxy 

signatures, wants to sign any unauthorized message 'm from the help of all 

the partial proxy signatures on authorized message m , he can change its 
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iR and hence R . But due to the secure signature scheme of Xun Yi
2
 and one 

way hash function 1H , it is impossible for the clerk to get '
iT  and '

iR  such that 

the tupple 
' '

( , , )X Xw R T  satisfies the equality in verification phase. Since in 

our scheme, the clerk, who is unable to forge the multi-proxy signature, has 

more privilege than the other proxy signers, so no other proxy signers can 

forge a valid multi-proxy signature. 

Finally, any third party who do not participate in the protocol cannot 

forge the signature even having signature of the original signer, because, to 

delegate the forge signed warrant, he will be needed private key of the 

original signer, getting of which is impossible due to the security of BLS 

short signature scheme 
1
, based on the hardness of CDHP. 

 

Hence the proposed multi-proxy signature is strongly unforgeable. 
 

(ii) Verifiability: Any verifier can verify the signature and can check whether 

the signed message confirms to the delegation warrant or not, since the 

warrant contains identity information and nature of the delegated 

message. Also, correctness of the verification is discussed above. 
 

 (iii) Identifiability: By warrant, anyone can determine the identity of proxy 

signers.  
 

(iv) Strong undeniability: No proxy signer can deny their signatures, they 

made in earlier session because the clerk validates all the partial proxy 

signatures by checking  
 

1 2 1 2 0(( ) , ) (( ) ( ) ( ), ) ( ( ) ( ), ).i X i X ie T P e R H m R H w PK e H m R H w PK= +
 

 

Even, the original signer cannot deny his signature wS on the warrant w . 
 

(v) Prevention of misuse: Since the warrant is attached with delegation 

period, nature of message, identity information of the original signer etc., 

the proxy signers cannot sign any message which does not confirms to 

the warrant and has not been authorized by the original signer. 

 

6. Analysis of Efficiency and Signature Size 
 

In this section, we compare the efficiency of our scheme with those of 
3- 4

 

and will show that our scheme is computationally more efficient than those 

schemes. We also compare the signature size of our scheme with those of 

other existing schemes
3- 4

 and will show that, we have a short signature size 

in this scheme compare to
3,-4

. 
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6.1. Efficiency comparison: Here, we compare the computational 

efficiency of our scheme with others 
3- 4

. 
 

(i) Proxy key generation phase:  

 
S/N Schemes Pairing Hashing Exponent 

1. 

2. 

3. 

Li and Chen scheme 

(2005)
 3 

Cao and Cao scheme 

(2009)
 4
 

Our scheme 

3 

3 

2 

2 

3 

2 

1 

0 

0 

 

(ii) Multi-proxy signature generation phase : 

 
S/N Schemes Pairing Hashing Exponent 

1. 

2. 

3. 

Li and Chen scheme 

(2005)
 3
 

Cao and Cao scheme 

(2009)
 4
 

Our scheme 

3 

5 

3 

1 

1 

1 

1 

1 

0 

 

(iii) Verification phase:  
 

S/N Schemes Pairing Hashing Exponent 

1. 

2. 

3. 

Li and Chen scheme 

(2005)
 3
 

Cao and Cao scheme 

(2009)
 4
 

Our scheme 

3 

4 

3 

2 

3 

1 

1 

0 

0 

 

From the above tables, it is clear that our scheme is computationally 

more efficient than the schemes given in 
3- 4

. 
 

6.2. Signature size: The following table shows the comparison in signature 

size of our scheme with those of 
3, 4

. The message length in each scheme 

is assumed to be n . 

 

S/N Schemes Signature size 

1. 

2. 

3. 

Li and Chen scheme (2005)
 3
 

Cao and Cao scheme (2009)
 4
 

Our scheme 

   6log q n+  

            6log q n+  

              2log q n+  
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It is clear by the above table that, signature size in our scheme is small 

than the other existing schemes
3, 4

. Hence, advantage of the proposed scheme 

is that, signatures can be sent over low bandwidth channels, which enhance 

the storage space. 

 

7. Conclusion 
 

In this paper, we have proposed a multi-proxy signature scheme based on 

the Boneh, Lynn and Shacham's (BLS) short signature scheme
1
 and ID-

based signature scheme of Xun Yi
2
. Our scheme is efficient, and the 

signature size is less than signature size of other existing schemes
3, 4

. We 

have also analyzed the security notions of our scheme and have shown that 

the proposed signature scheme is secure. 
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